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P4 Introduction
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P4: Three G
oals

Protocol independence
◦

D
efine a packet parser

◦
D

efine a set of typed m
atch+action tables

Target independence
◦

P
rogram

 w
ithout know

ledge of packet-processing device details
◦

Instead let com
pilers configure the target device details

R
econfigurability
◦

A
llow

 users to change parsing and processing in the field

3



C
opyright  ©

 2016 – P
4 Language C

onsortium
 (P

4.org)

P
arser

M
atch+A

ction 
Tables

Q
ueues/

S
cheduling

P
acket M

etadata

P4-B
ased W

orkflow

•D
evice is not yet program

m
ed

◦
D

oes not know
 about any packet form

ats or protocols

4
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P4 C
oncepts
•

Pipeline
◦

P
arser / D

eparser
◦

M
atch-A

ction Tables
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Parser

Deparser

M
etadata

The anatom
y of a basic pipeline

8

•
Parser
◦

C
onverts packet data into a m

etadata (P
arsed R

epresentation)
•

M
atch+A

ction Tables 
◦

O
perate on m

etadata
•

D
eparser

◦
C

onverts m
etadata back into a serialized packet

•
M

etadata B
us

◦
C

arries the inform
ation w

ithin the pipeline

A
ll are 

optional
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A
natom

y of a Sw
itch

•Ingress Pipeline
•Egress Pipeline
•Traffic M

anager
◦

N
:1 R

elationships: Q
ueueing, C

ongestion C
ontrol

◦
1:N

 R
elationships: R

eplication
◦

S
cheduling
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A
natom

y of a N
IC

•B
asic N

IC
 w

ith Single or D
ual Pipeline

•A
dvanced N

IC
s (Sm

artN
IC

s) support m
ore com

plex pipeline 
topologies, Traffic M

anagem
ent (scheduling / shaping) and 

m
etering, datapath extension softw

are

10
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A
natom

y of Protocol Plugin

•
Single, “B

are” Pipeline
◦

N
o parsing/deparsing, just processing

11

M
etadata

Input
O

utput
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P4 Program
 Sections

12

Parser

Deparser

M
etadata

p
a

rse
r p

a
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_
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e

rn
e
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x
tra

ct(e
th

e
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   re
tu

rn
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(e
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e

rn
e

t.e
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e
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p
e
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      0

x
8

10
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 : p
a
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_

v
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n
_

ta
g
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x
0

8
0

0
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v
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;
      0

x
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8
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7 : p
a
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b
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  e
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e
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e
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e
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h
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_
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_
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_

m
e
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;

program
.p4

Data Declarations

Parser Program

Control Flow Program
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P4 C
onstructs
•

P4 Spec 1.0.2+ 
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P4 Language C
om

ponents

•
D

ata declarations
◦

P
acket H

eaders and M
etadata

•
Parser Program

m
ing

◦
P

arser Functions (P
arser states)

◦
C

hecksum
 U

nits
•

Packet Flow
 Program

m
ing

◦
A

ctions
■

P
rim

itive and com
pound actions

■
C

ounters, M
eters, R

egisters
◦

Tables
■

M
atch keys

■
A

ttributes
◦

C
ontrol Functions (Im

perative P
rogram

s)

N
o: pointers, loops, recursion, floating point

14
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Exam
ple: D

eclaring packet headers

header_type ethernet_t {
    fields {
        dstAddr   : 48;
        srcAddr   : 48;
        etherType : 16;
    }
}header_type vlan_tag_t {
    fields {
        pcp       : 3;
        cfi       : 1;
        vid       : 12;
        etherType : 16;
    }
}header ethernet_t ethernet;
header vlan_tag_t vlan_tag[3];

H
eaders and Fields (Packet)

15

A
ctual H

eader 
Instantiation

H
eader Type 

D
eclarations

H
andy A

rrays for 
H

eader S
tacks
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Exam
ple: D

eclaring M
etadata

header_type ingress_metadata_t {
    fields {
     /* Inputs */
        ingress_port          : 9;  /* Available prior to parsing    */
        packet_length         : 16; /* Might not be always available */
        instance_type         : 2;  /* Normal, clone, recirculated   */
        ingress_global_tstamp : 48;
        parser_status         : 8;  /* Parsing Error */

     /* Outputs from Ingress Pipeline */
        egress_spec           : 16;
        queue_id              : 9;
   }
}metadata ingress_metadata_t ingress_metadata;

H
eaders and Fields (M

etadata)

16

A
ctual M

etadata 
Instantiation

M
etadata is a header 

too
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M
etadata vs. Packet H

eaders

•Layout definition
◦

P
acket header declarations define both the fields and the actual layout in the 

packet. 
◦

Layout is not defined for m
etadata

•B
yte A

lignm
ent

◦
P

acket header length m
ust be a m

ultiple of 8 bits
◦

N
o special requirem

ents for m
etadata

•Validity
◦

P
acket headers are valid only if present in the packet

◦
M

etadata is A
LW

A
Y

S
 valid 

■
D

efault value is either 0 or can be specified explicitly
•A

cceptable fields
◦

P
acket headers can contain calculated and variable length fields

17
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Exam
ple: D

eclaring IP
v4 packet header

header_type ipv4_t {
    fields {
        version        : 4;
        ihl            : 4;
        diffserv       : 8;
        totalLen       : 16;
        identification : 16;
        flags          : 3;
        fragOffset     : 13;
        ttl            : 8;
        protocol       : 8;
        hdrChecksum    : 16;
        srcAddr        : 32;
        dstAddr        : 32;
        options        : *;
    }
    length     : (ihl << 2);
    max_length : 60;
} Variable-Length Fields

18

C
alculated, based on 

another field

V
ariable-length Field



C
opyright  ©

 2016 – P
4 Language C

onsortium
 (P

4.org)

Exam
ple: S

im
ple P

arser for L2/L3 P
ackets

header ethernet_t ethernet;
header vlan_tag_t vlan_tag[2];
header ipv4_t ipv4;
header ipv6_t ipv6;

parser start {
    extract(ethernet);
    return select(latest.etherType) {
        0x8100, 0x9100 : parse_vlan_tag;
        0x0800         : parse_ipv4;
        0x86DD         : parse_ipv6;
        default        : ingress;
    }
}parser parse_vlan_tag {
    extract(vlan_tag[next]);
    return select(latest.etherType) {
        0x8100 mask 0xEFFF : parse_vlan_tag;
        0x0800             : parse_ipv4;
        0x86DD             : parse_ipv6;
        default            : ingress;
    }
} D

efining a Parser Tree

19

Transitions to 
the next parser 

states

This is not a reserved 
w

ord, but a nam
e of the 

C
ontrol Flow

 Function
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Exam
ple: S

im
ple P

arser for L2/L3 P
ackets

header ethernet_t ethernet;
header vlan_tag_t vlan_tag[2];
header ipv4_t ipv4;
header ipv6_t ipv6;

parser start {
    extract(ethernet);
    return select(latest.etherType) {
        0x8100, 0x9100 : parse_vlan_tag;
        0x0800         : parse_ipv4;
        0x86DD         : parse_ipv6;
        default        : ingress;
    }
}parser parse_vlan_tag {
    extract(vlan_tag[next]);
    return select(latest.etherType) {
        0x8100 mask 0xEFFF : parse_vlan_tag;
        0x0800             : parse_ipv4;
        0x86DD             : parse_ipv6;
        default            : ingress;
    }
} D

efining a Parser Tree (cont.)

20

parser parse_ipv4 {
    extract(ipv4);
    return ingress;
}parser parse_ipv6 {
    extract(ipv6);
    return ingress;
}
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Exam
ple: S

im
ple P

arser for L2/L3 P
ackets

header ethernet_t ethernet;
header vlan_tag_t vlan_tag[2];
header ipv4_t ipv4;
header ipv6_t ipv6;

parser start {
    extract(ethernet);
    return select(latest.etherType) {
        0x8100, 0x9100 : parse_vlan_tag;
        0x0800         : parse_ipv4;
        0x86DD         : parse_ipv6;
        default        : ingress;
    }
}parser parse_vlan_tag {
    extract(vlan_tag[next]);
    return select(latest.etherType) {
        0x8100 mask 0xEFFF : parse_vlan_tag;
        0x0800             : parse_ipv4;
        0x86DD             : parse_ipv6;
        default            : ingress;
    }
} Parser Exceptions

21

parser parse_ipv4 {
    extract(ipv4);
    return ingress;
}parser parse_ipv6 {
    extract(ipv6);
    return ingress;
}parser_exception p4_pe_index_out_of_bounds {
    return ingress;
}

W
e have m

ore 
than 2 V

LA
N

 tags

D
on’t parse after the 

second tag, but proceed 
as if it is an L2 packet
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Exam
ple: C

alculated fields for IP
v4

field_list ipv4_checksum_list {
        ipv4.version;
        ipv4.ihl;
        ipv4.diffserv;
        ipv4.totalLen;
        ipv4.identification;
        ipv4.flags;
        ipv4.fragOffset;
        ipv4.ttl;
        ipv4.protocol;
        ipv4.srcAddr;
        ipv4.dstAddr;
}field_list_calculation ipv4_checksum {
    input        { ipv4_checksum_list; }    
    algorithm    : csum16;
    output_width : 16;
}calculated_field ipv4.hdrChecksum  {
    verify ipv4_checksum;
    update ipv4_checksum;
} U

sing C
alculated Fields

22

parser parse_ipv4 {
    extract(ipv4);
    return ingress;
}parser_exception p4_pe_checksum {
    return parser_drop;
}

A
nother predefined 

parser state
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Exam
ple: Ipv4 H

eader P
arsing

parser parse_ipv4 {
    extract(ipv4);
    set_metadata(ipv4_metadata.lkp_ipv4_sa, ipv4.srcAddr);
    set_metadata(ipv4_metadata.lkp_ipv4_da, ipv4.dstAddr);
    set_metadata(l3_metadata.lkp_ip_proto, ipv4.protocol);
    set_metadata(l3_metadata.lkp_ip_ttl, ipv4.ttl);

    return select(latest.fragOffset, latest.ihl, latest.protocol) {
        0x0000501 : parse_icmp;
        0x0000506 : parse_tcp;
        0x0000511 : parse_udp;
        default   : ingress;
} M

ulti-field select statem
ent

23

Fields are joined 
for a m

atch M
etadata can be 

initialized by the 
parser
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D
eparsing (Serializing packet headers)

•Fundam
ental assum

ption of P4
◦

The device m
ust be able to parse any packet it can produce

•C
onsequence

◦
P

acket headers can be reassem
bled using the parser definition

24
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A
ctions

•Prim
itive actions

◦
no_op, drop

◦
m

odify_field, m
odify_field_w

ith_hash_based_index
◦

add [tw
o values, store in a field], add_to_field

◦
add_header, rem

ove_header, copy_header
◦

push/pop [a header in an array]
◦

count, [execute] m
eter

◦
generate_digest, truncate

◦
resubm

it [original], recirculate [after egress m
ods], clone{_i2i, _e2i, _i2e, _e2e}

◦
define your ow

n: im
plem

entation is target dependent - e.g. C
 code or hardw

are - and is opaque to P
4

primitive_action encrypt_packet();    
--- from

 P
4 1.1: m

ethod call on extern object

•C
om

pound actions
action route_ipv4(dst_port, dst_mac, src_mac, vid) {
    modify_field(standard_metadata.egress_spec, dst_port);
    modify_field(ethernet.dst_addr, dst_mac);
    modify_field(ethernet.src_addr, src_mac);
    modify_field(vlan_tag.vid, vid);
    add_to_field(ipv4.ttl, -1);
}

25
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A
rithm

etic and Logical Prim
itives

•The current standard (v1.0.2)
◦

P
rim

itive actions
■

S
tandard: add(), add_to_field()

■
A

dditional: subtract(), subtract_from
_field(), bit_and(), bit_or(), bit_xor(), shift_left(), 

shift_right(), …
■
add_to_field(ipv4.ttl, –1)

◦
P

artial support for expressions exists in som
e com

pilers
•D

eveloping standard (v1.1)
◦

E
xpressions w

ith +, -, &
, |, ^, ~, <<, >>, etc.

■
modify_field(ipv4.ttl, ipv4.ttl – 1)

◦
S

pecific targets m
ight restrict expression com

plexity

26
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A
ction Execution Sem

antics

•
A

ll actions w
ithin a com

pound action are assum
ed to be executed 

sequentially
action parallel_test() {
    modify_field(hdr.fieldA, 1);
    modify_field(hdr.fieldB, hdr.fieldA);
}

•
This is an im

portant specification change
◦

U
p to (and including) version 1.0.2 action execution w

as parallel
◦

A
fter 1.0.2 action execution is sequential

•
The m

axim
um

 num
ber of steps supported for a com

pound action is 
target-dependent

27

Sequential Sem
antics

Parallel Sem
antics

fieldA
1

1

fieldB
1

fieldA
 before action
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M
atch-A

ction Tables

•The m
ost fundam

ental units of the M
atch-A

ction Pipeline
◦

W
hat to m

atch on and m
atch type

◦
A

 list of possible actions
◦

A
dditional attributes

■
S

ize
•Each table contains one or m

ore entries (row
s)

•A
n entry contains:

◦
A

 specific key to m
atch on

◦
A

 single action
■

to be executed w
hen a packet m

atches the entry
◦

(O
ptional) action data

28
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Exam
ple: IPv4 Processing

•D
ata Plane (P4 Program

)
◦

D
efines the form

at of the table
■

K
ey Fields

■
A

ctions
■

A
ction D

ata
◦

P
erform

s the lookup
◦

E
xecutes the chosen action

•C
ontrol Plane (IP stack, 

R
outing protocols)

◦
P

opulates table entries w
ith 

specific inform
ation

■
B

ased on the configuration
■

B
ased on autom

atic discovery
■

B
ased on protocol calculations

29

192.168.23.45

10.1.2.0/22

192.168.1.1

192.168.1.4

192.168.1.2

192.168.1.3
192.168.1.254

192.168.23.254

K
ey

A
ction

A
ction D

ata

192.168.1.1
l3_sw

itch
port=     m

ac_da=    m
ac_sa=     vlan=

192.168.1.2
l3_sw

itch
port=     m

ac_da=    m
ac_sa=    vlan=…

192.168.1.3
l3_drop

192.168.1.254
l3_l2_sw

itch
port=

192.168.1.0/24
l3_l2_sw

itch
port= 

10.1.2.0/22
l3_sw

itch_ecm
p

ecm
p_group= 
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action l3_switch(port, mac_da, mac_sa, vlan) {
    modify_field(metadata.egress_spec, port);
    modify_field(ethernet.dstAddr, mac_da);
    modify_field(ethernet.srcAddr, mac_sa);
    modify_field(vlan_tag[0].vlanid, vlan);
    modify_field(ipv4.ttl, ipv4.ttl – 1);
}action l3_l2_switch(port) {
    modify_field(metadata.egress_spec, port);
}action l3_drop() {
    drop();
}action l3_switch_nexthop(nexthop_index) {
    modify_field(l3_metadata.nexthop, nexthop_index);
    modify_field(l3_metadata.nexthop_type, NEXTHOP_TYPE_SIMPLE);
}action l3_switch_ecmp(ecmp_group) {
    modify_field(l3_metadata.nexthop, ecmp_group);
    modify_field(l3_metadata.nexthop_type, NEXTHOP_TYPE_ECMP);
} D

efining A
ctions

30
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Exam
ple: A

 typical L3 (IP
v4) H

ost table

table ipv4_host {
    reads {
        ingress_metadata.vrf    : exact;
        ipv4.dstAddr            : exact;
    }
    actions {
        l3_switch;
        l3_l2_switch;
        l3_switch_nexthop;
        l3_switch_ecmp;
        l3_drop;
    }
    size : HOST_TABLE_SIZE;
} M

atch-A
ction Table (Exact M

atch)

vrf
ipv4.dstA

ddr
action

data

1
192.168.1.10

l3_sw
itch

port_id=  m
ac_da=  m

ac_sa= vlan=

100
192.168.1.10

l3_l2_sw
itch

port_id=<C
P

U
>

1
192.168.1.3

l3_drop

5
10.10.1.1

l3_sw
itch_ecm

p
ecm

p_group=127

These are the only 
possible actions. E

ach 
particular entry can have 

only O
N

E
 of them

.
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Exam
ple: A

 typical L3 (IP
v4) R

outing table

table ipv4_lpm {
    reads {
        ingress_metadata.vrf    : ternary;
        ipv4.dstAddr            : ternary;
    }
    actions {
        l3_l2_switch;
        l3_multicast;
        l3_nexthop;
        l3_ecmp;
        l3_drop;
   }
   size : 65536;
} M

atch-A
ction Table (Ternary M

atch)

Prio
vrf / m

ask
ipv4.dstA

ddr / m
ask

action
data

100
0x001/0xFFF

192.168.1.5 / 255.255.255.255
l3_sw

ith_nexthop
nexthop_index=10

10
0x000/0x000

192.168.2.0/255.255.255.0
l3_sw

itch_ecm
p

ecm
p_index=25

10
0x000/0x000

192.168.3.0/255.255.255.0
l3_sw

itch_nexthop
nexthop_index=31

5
0x000/0x000

0.0.0.0/0.0.0.0
l3_l2_sw

itch
port_id=64

Ternary tables require 
an explicit 

specification of entry 
priority
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Exam
ple: A

 typical L3 (IP
v4) R

outing table

table ipv4_lpm {
    reads {
        ingress_metadata.vrf    : exact;
        ipv4.dstAddr            : lpm;
    }
    actions {
        l3_l2_switch;
        l3_multicast;
        l3_nexthop;
        l3_ecmp;
        l3_drop;
   }
   size : 65536;
} M

atch-A
ction Table (LPM

)

vrf
ipv4.dstA

ddr / prefix
action

data

1
192.168.1.0  / 24

l3_l2_sw
itch

port_id=64

10
10.0.16.0 / 22

l3_ecm
p

ecm
p_index=12

1
192.168.0.0 / 16

l3_sw
itch_nexthop

nexthop_index=451

1
0.0.0.0 / 0

l3_sw
itch_nexthop

nexthop_index=1

P
refix also serves 

as a priority 
indicator D

ifferent fields can 
use different 
m

atch types
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M
atch Types

•Exact
◦

port_index : exact
•Ternary

◦
ethernet.srcA

ddr : ternary
•LPM

 (special kind of ternary m
atch)

◦
ipv4.dstA

ddr : lpm
•R

ange
◦

udp.dstP
ort : range

•Valid
◦

vlan_tag[0] : valid

34
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Table M
iss

•Each table can have a D
efault A

ction
◦

C
hosen by the C

ontrol P
ath at runtim

e from
 the list of table A

ctions

•W
hen no m

atching entries are found
◦

D
efault A

ction w
ith the default action data is executed if it has been set by the 

control path
◦

If no D
efault A

ction has been specified, it is no_op()

35
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Stateful O
bjects

•
C

ounters, M
eters, R

egisters

36
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W
hat are stateful objects 

•Stateful objects keep their state betw
een packets

◦
M

etadata and packet headers are stateless
■

They are re-initialized for each packet

◦
C

ounters, M
eters and R

egisters are stateful
■

C
ounters are increm

ented w
ith each packet 

■
M

eters keep their bucket state
■

R
egisters store arbitrary data

37
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A
 counter per table entry

counter ip_acl_stats {
    type : packets_and_bytes;
    direct : ip_acl;
}table ip_acl {
    reads {
        ipv4_metadata.lkp_ipv4_sa : ternary;
        ipv4_metadata.lkp_ipv4_da : ternary;
        l3_metadata.lkp_ip_proto  : ternary;
        l3_metadata.lkp_l4_sport  : ternary;
        l3_metadata.lkp_l4_dport  : ternary;
    }
    actions {
        nop;
        acl_log;
        acl_deny;
        acl_permit;
        acl_mirror;
        acl_redirect_nexthop;
        acl_redirect_ecmp;
    }
    size : INGRESS_IP_ACL_TABLE_SIZE;
} D

irect C
ounters

38

m
atched entry

A
B

C
D

_xxxx_0123

B
A

8E
_F007_xxxx

M
atch Fields

acl_perm
it

acl_deny

nop

A
ction S

el

8b A
ction D

ata

pkt/byte counts

counter A

counter Z

C
ounter

8b

table ip_acl
counter ip_acl_stats
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Flexibly linked counters

counter ingress_bd_stats {
    type : packets_and_bytes;
    instance_count : BD_STATS_TABLE_SIZE;
}action set_bd(bd, bd_stat_index) {
    modify_field(l2_metadata.bd, bd);
    count(ingress_bd_stats, bd_stat_index);
}table port_vlan {
    reads {
         ingress_metadata.ingress_port : exact;
         vlan_tag[0]                   : valid;
         vlan_tag[0].vlan_id           : exact;
    }
    actions {
         set_bd;
    }
} Indirect C

ounters

39

D
ifferent V

LA
N

s (B
D

s) can share 
the sam

e counter

m
atched entry

A
B

C
D

_0123

B
A

8E
_F007

M
atch Fields

set_bd
set_bd
set_bd

set_bd

set_bd
set_bd

set_bd

A
ction S

el
bdbdbd A

ction D
ata

table port_vlan

bdbdbdbd

bd_stat_index
bd_stat_index A

bd_stat_index

bd_stat_index
bd_stat_index

bd_stat_index
bd_stat_index A

pkt/byte counts

counter 
ingress_bd_stats

O
ther tables can also 

reference these counters
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/* Direct Meter */
meter acl_meter {
     type:   packets;
     direct: ip_acl;
     result: metadata.color;
}/* Indirect Meter Array */
meter bd_meter {
    type: bytes;
    instance_count: 1000;
}action do_bd_meter(meter_index) {
    execute_meter(bd_meter, meter_index, metadata.color);
} M

eters 

40

•
D

eclaration is sim
ilar to counters

◦
A

ction: execute_m
eter(m

eter_array, m
eter_index, color_destination)

M
eters calculate 

packet color and 
deposit it into the 

specified field

C
olor C

oding:

0 – G
reen

1 – Y
ellow

2 -- R
ed
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/* Register Array (Indirect) */
register last_syn {
    width: 32;
    static: flow_table;
    instance_count:  1024;
}action get_flow_age(flow_index) {
    register_read(last_syn, flow_index, metadata.flow_start_time);
    modify_field(metadata.flow_age, 
                 metadata.flow_start_time – metadata.ingress_global_stamp);
}action start_new_flow(flow_index) {
    register_write(last_syn, flow_index, metadata.ingress_global_timestamp);
} R

egisters

41

•
D

eclaration is sim
ilar to indirect counters

◦
A

ctions
■

register_read(register_array, register_index, destination_field)
■

register_w
rite(register_array, register_index, value)
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C
ontrol Flow

 Functions

•Prim
itives

◦
P

erform
 a table lookup: apply

◦
if/else statem

ent
◦

apply w
ith the case clause

•Sequential Execution Sem
antics

◦
C

om
piler is doing parallelization autom

atically
•Standard control functions

◦
ingress()– Ingress P

ipeline processing
◦

egress()
– E

gress P
ipeline processing

•U
ser-defined control functions

42
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control ingress {
    apply(port_vlan_mapping);
    apply(smac);
    apply(dmac);
}control egress {
    apply(vlan_tag_removal);
} Standard C

ontrol Functions

43

•
ingress() control function starts processing
◦

rem
em

ber “return ingress;” statem
ent in the parser functions

•
egress() control function is called im

plicitly from
 the Packet R

eplication Engine
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control assign_vlan {
    apply(subnet_vlan);
    apply(mac_vlan);
    apply(protocol_vlan);
    apply(port_vlan);
    apply(resolve_vlan);
}control ingress {
    . . .
    if (!valid(vlan_tag[0]) {
        

assign_vlan();
    }
    . . .
} U

ser-D
efined C

ontrol Functions

44

•
H

elp im
prove code readability

◦
N

o specific perform
ance advantages: the code is flattened by the com

piler
•

N
o param

eters are accepted
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Exam
ple: S

eparate IP
v4 and IP

v6 P
rocessing P

aths

if ((l3_metadata.lkp_ip_type == IPTYPE_IPV4) 
and (ipv4_metadata.ipv4_unicast_enabled == TRUE)) {

    process_ipv4_racl();
    process_nat();
    process_ipv4_urpf();
    process_ipv4_fib();
} else {
    if ((l3_metadata.lkp_ip_type == IPTYPE_IPV6) 

and (ipv6_metadata.ipv6_unicast_enabled == TRUE)) {
        process_ipv6_racl();
        process_ipv6_urpf();                              
        process_ipv6_fib();
    }
} If/Else B

ranching

45



C
opyright  ©

 2016 – P
4 Language C

onsortium
 (P

4.org)

Exam
ple: U

se R
oute Lookup if H

ost Lookup Fails

control process_ipv4_fib {
    apply(ipv4_fib) {
        miss {
            apply(ipv4_fib_lpm);
        }
    }
} H

it/M
iss B

ranching

46

C
om

piler can parallelize lookups in 
both tables and throw

 aw
ay the 

results of ipv4_fib_lpm
 lookup if 

ipv4_fib hits
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Exam
ple: U

se per-router-m
ac decapsulation

table router_mac {
    reads {
        l2_metadata.lkup_dst_mac : 

ternary;
        l2_metadata.bd           : 

ternary;
        ingress_metadata.src_port: 

ternary;
    }
    actions {
        nop;
        

enable_ipv4_lookup
;

        
enable_ipv6_lookup

;
        

enable_mpls_decap
;

        enable_mim_decap;
    }
}control process_router_mac_lookup {
    apply(router_mac) {
        

enable_ipv4_lookup
 { process_ipv4_fib(); }

        
enable_ipv6_lookup

 { process_ipv6_fib(); }
        

enable_mpls_decap
  { process_mpls_label_lookup(); }

           /* etc. */
    }
} A

ction B
ranching

47
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Tw
o types of m

iss branching
Explicit

Im
plicit

48

table ipv4_fib {
   reads {
   . . .
   }
   actions {
       l3_switch;
       l3_l2_switch;
       l3_switch_nexthop;
       l3_switch_ecmp;
   }
}control process_ipv4_fib {
    apply(ipv4_fib) {
        miss {
            apply(ipv4_fib_lpm);
        }
    }
}

action on_miss() {}

table ipv4_fib {
   reads {
   . . .
   }
   actions {
       l3_switch;
       l3_l2_switch;
       l3_switch_nexthop;
       l3_switch_ecmp;
       on_miss;
   }
}control process_ipv4_fib {
    apply(ipv4_fib) {
        on_miss {
            apply(ipv4_fib_lpm);
        }
    }
}

C
ontrol-plane w

ill 
program

 the default 
entry w

ith this action

C
om

piler doesn’t 
know

 w
hich action 

w
ill be set as the 

default
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control process_counters {
    if (my_meta.drop_packet == 0) {
        count(bd_counter,
              metadata.bd_counter_index);
        count(vrf_counter,
              metadata.vrf_counter_index);
    }
} Executing actions in the control flow

49

•
A

ctions cannot be directly referenced in the control flow
 functions

◦
Instead, they need to be “w

rapped” into tables
•

Tables w
ithout keys can be used to im

plem
ent unconditional execution

◦
They alw

ays m
iss and hence the desired action needs to be set as a default

action update_counters() {
    count(bd_counter,
          metadata.bd_counter_index);
    count(vrf_counter,
          metadata.vrf_counter_index);
}table do_process_counters {
    actions {
        update_counters;
    }
}control process_counters {
    if (my_meta.drop_packet == 0) {
        apply(do_process_counters);
    }
}

This action m
ust be set 

as a default for this table 
by the control plane
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A
dvanced C

oncepts
•

A
ction Profiles

•
Packet D

igests
•

Packet R
esubm

it/R
ecirculation

•
Packet C

loning

50
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A
ction Profiles

•Separate table m
atch entries from

 actions and action data
•A

llow
 m

ultiple entries to share sam
e action data

◦
S

aves space
◦

A
llow

s quick update of m
ultiple entries

•A
llow

 m
ultiple actions/action_data per entry

◦
This is called “dynam

ic action selection”
◦

U
sed to im

plem
ent LA

G
 or E

C
M

P
•C

an be m
ore efficient com

pared to explicit im
plem

entation

51
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A
ctions can be com

plex

action set_bd(bd, vrf, rmac_group,
        ipv4_unicast_enabled, ipv6_unicast_enabled,
        ipv4_urpf_mode, ipv6_urpf_mode,
        igmp_snooping_enabled, mld_snooping_enabled,
        bd_label, stp_group, stats_idx,
        exclusion_id) 
{    modify_field(l3_metadata.vrf, vrf);
    modify_field(ipv4_metadata.ipv4_unicast_enabled,       ipv4_unicast_enabled);
    modify_field(ipv6_metadata.ipv6_unicast_enabled,       ipv6_unicast_enabled);
    modify_field(ipv4_metadata.ipv4_urpf_mode,             ipv4_urpf_mode);
    modify_field(ipv6_metadata.ipv6_urpf_mode,             ipv6_urpf_mode);
    modify_field(l3_metadata.rmac_group,                   rmac_group);
    modify_field(acl_metadata.bd_label,                    bd_label);
    modify_field(ingress_metadata.bd,                      bd);
    modify_field(ingress_metadata.outer_bd,                bd);
    modify_field(l2_metadata.stp_group,                    stp_group);
    modify_field(l2_metadata.bd_stats_idx,                 stats_idx);
    modify_field(multicast_metadata.igmp_snooping_enabled, igmp_snooping_enabled);
    modify_field(multicast_metadata.mld_snooping_enabled,  mld_snooping_enabled);
    modify_field(ig_intr_md_for_tm.level1_exclusion_id,    exclusion_id);
} A

ction Profiles

52

60-70 bits for the 
param

eters
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Each entry has its ow
n action – the table uses too m

uch space

table port_vlan_mapping {
    reads {
        ingress_metadata.ifindex : exact;
        vlan_tag[0].vid          : exact;
        vlan_tag[1].vid          : exact;
    }
    actions {
        set_bd;
        set_bd_ipv4_mcast_switch_ipv6_mcast_switch_flags;
        set_bd_ipv4_mcast_switch_ipv6_mcast_route_flags;
        set_bd_ipv4_mcast_route_ipv6_mcast_switch_flags;
        set_bd_ipv4_mcast_route_ipv6_mcast_route_flags;
    }
    size : 32768;
} N

aïve im
plem

entation

53

A
B

C
D

_0123

B
A

8E
_F007

M
atch Fields

action A

action Z

A
ction S

el
A

ction D
ata

table port_vlan_m
apping



C
opyright  ©

 2016 – P
4 Language C

onsortium
 (P

4.org)

Share the sam
e action w

ith m
ultiple entries

table  port_vlan_mapping_profile {
    reads {
        metadata.profile_index;
    actions {
        set_bd;
        set_bd_ipv4_mcast_switch_ipv6_mcast_switch_flags;
        set_bd_ipv4_mcast_switch_ipv6_mcast_route_flags;
        set_bd_ipv4_mcast_route_ipv6_mcast_switch_flags;
        set_bd_ipv4_mcast_route_ipv6_mcast_route_flags;
    }
    size : 8192;
}action set_profile_index(index) {
    modify_field(metadata.profile_index, index);
}table port_vlan_mapping {
    reads {
        ingress_metadata.ifindex : exact;
        vlan_tag[0].vid          : exact;
        vlan_tag[1].vid          : exact;
    }
    actions {
        set_profile_index;
    }
    size : 32768;
} M

anual Profile Im
plem

entation

54

A
B

C
D

_0123

B
A

8E
_F007

M
atch Fields

index
A

ction P
rofile

table port_vlan_m
apping

action A
A

ction S
el

A
ction D

ata

action Z

table
port_vlan_m

apping_profile
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Share the sam
e action w

ith m
ultiple entries

action_profile vlan_port_mapping_profile {
    actions {
        set_bd;
        set_bd_ipv4_mcast_switch_ipv6_mcast_switch_flags;
        set_bd_ipv4_mcast_switch_ipv6_mcast_route_flags;
        set_bd_ipv4_mcast_route_ipv6_mcast_switch_flags;
        set_bd_ipv4_mcast_route_ipv6_mcast_route_flags;
    }
    size : 8192;
}table port_vlan_mapping {
    reads {
        ingress_metadata.ifindex : exact;
        vlan_tag[0].vid          : exact;
        vlan_tag[1].vid          : exact;
    }
    action_profile : vlan_port_mapping_profile;
    size : 32768;
} U

sing P4 profiles

55

A
B

C
D

_0123

B
A

8E
_F007

M
atch Fields

index
A

ction P
rofile

table port_vlan_m
apping

action A
A

ction S
el

A
ction D

ata

action Z

action_profile bd_action_profile
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action_selector ecmp_selector {
    selection_key : ecmp_hash;
}action_profile ecmp_action_profile {
    actions {
        nop;
        set_ecmp_nexthop_details;
    }
    size : ECMP_SELECT_TABLE_SIZE;
    dynamic_action_selection : ecmp_selector;
}table ecmp_group {
    reads {
        l3_metadata.nexthop_index : exact;
    }
    action_profile: ecmp_action_profile;
    size : ECMP_GROUP_TABLE_SIZE;
} U

sing the profiles for LA
G

 and EC
M

P

56

C
hooses a G

R
O

U
P

 
of profile entries

C
hooses a particular 

entry w
ithin a group
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action_selector ecmp_selector {
    selection_key : ecmp_hash;
}action_profile ecmp_action_profile {
    actions {
        nop;
        set_ecmp_nexthop_details;
    }
    size : ECMP_SELECT_TABLE_SIZE;
    dynamic_action_selection : ecmp_selector;
}table ecmp_group {
    reads {
        l3_metadata.nexthop_index : exact;
    }
    action_profile: ecmp_action_profile;
    size : ECMP_GROUP_TABLE_SIZE;
} U

sing the profiles for LA
G

 and EC
M

P

57

field_list l3_hash_fields {
    ipv4_metadata.lkp_ipv4_sa;
    ipv4_metadata.lkp_ipv4_da;
    l3_metadata.lkp_ip_proto;
    l3_metadata.lkp_l4_sport;
    l3_metadata.lkp_l4_dport;
}field_list_calculation ecmp_hash {
    input {
        l3_hash_fields;
    }
    algorithm : crc16;
    output_width : ECMP_BIT_WIDTH;
}
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Packet D
igests – C

ontrol Path B
ackdoor

•A
ction 

◦
generate_digest(receiver, field_list)

•Sends the specified m
etadata to a target-specific receiver

◦
S

oftw
are-based

◦
H

ardw
are-B

ased

58
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Im
plem

enting M
A

C
 Learning

Source M
A

C
 Lookup

Learn N
otification G

eneration

59

action smac_hit(src_port, static) {
    modify_field(l2_metadata.src_port, src_port);
    modify_field(l2_metadata.is_static, static);
    modify_field(l2_metadata.src_move, 
                 standard_metadata.ingress_port ^ src_port);  
}action smac_miss() {
    modify_field(l2_metadata.src_miss, TRUE);
}table smac {
    reads {
        vlan_tag[0].vid : exact;
        ethernet.srcAddr: exact;
    }
    actions {
       smac_hit;
       smac_miss;
    }
}

field_list l2_learn_digest {
    ethernet.srcAddr,
    vlan_tag[0].vid,
    standard_metadata.ingress_port,
    l2_metadata.src_port,
    l2_metadata.src_move
}action send_learn_notification() {
    generate_digest(L2_RECV, l2_learn_digest);
}table learn_notification {
    reads {
        l2_metadata.src_move : ternary;
        l2_metadata.src_miss : exact;
        l2_metadata.is_static: exact;
    }
    actions {
       send_learn_notification;
    }
}control process_l2_learning {
    apply(smac);
    apply(learn_notification);
}     

Target-specific num
ber. C

an 
be S

W
 or H

W
 receiver

O
ther fields can influence 

sending of learn notifications
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R
esubm

it and R
ecirculate

60

•
Im

plem
enting com

plex processing
•

resubm
it(field_list)

◦
U

nm
odified packet is returned back to the parser w

ithin ingress pipeline, w
ith additional 

m
etadata

◦
U

seful for com
plex parsing

•
recirculate(field_list)
◦

Fully m
odified packet is returned back to the ingress parser after com

pleting all the processing
◦

U
seful for com

plex tunnel processing
standard_m

etadata.instance_type == 
P

K
T_IN

S
TA

N
C

E
_R

E
S

U
B

M
IT

standard_m
etadata.instance_type == 

P
K

T_IN
S

TA
N

C
E

_R
E

C
IR

C
U

LA
TE

standard_m
etadata.instance_type == 

P
K

T_IN
S

TA
N

C
E

_N
O

R
M

A
L
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parser parse_mpls {
    extract(mpls[next]);
    return select(latest.bos) {
        0       : parse_mpls;
        1       : parse_mpls_bos;
        default : ingress;
    }
}parser parse_mpls_bos {
    return select(current(0, 4)) {
        0x4    : parse_inner_ipv4;
        0x6    : parse_inner_ipv6;
        default: parse_inner_ethernet;
    }
} M

PLS Processing (Sim
ple)

61

•
This parser is a very effective hack
◦

M
P

LS
 does not form

ally carry any indication of 
the payload type

•
The right w

ay to do parsing is by using 
label lookup
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M
PLS Processing (Full)

Parser
C

ontrol Flow

62

#define IPV4     0
#define IPV6     1
#define ETHERNET 2

header_type my_metadata {
    fields {
        mpls_payload : 2;
    }
}parser parse_mpls_bos {
    return select(
                 standard_metadata.resubmit_flag,
                 my_metadata.mpls_payload,        
                 current(0, 4)) {
        0x04  : parse_inner_ipv4;
        0x06  : parse_inner_ipv6;
        0x40 mask 0x70 : parse_inner_ipv4
        0x50 mask 0x70 : parse_inner_ipv6;
        0x60 mask 0x70 : parse_inner_ethernet;
        default: parse_inner_ethernet;
    }
}

action set_mpls_payload_type(mpls_payload) {
    modify_field(my_metadata.mpls_payload, mpls_payload);
}table mpls {
    reads {
        mpls[0].label : exact;
        mpls[1].label : exact;
    }
    actions {
        set_mpls_payload_type;
    }
}control ingress {
    . . .
    apply(mpls);
    /* If our guess was wrong... */
    if (my_metadata.mpls_payload == ETHERNET 

and !valid
(inner_ethernet)) {
        

apply(mpls_resubmit);
    }
    . . .
}
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field_list mpls_resubmit_list {
    my_metadata.mpls_payload
}action do_mpls_resubmit() {
    resubmit(mpls_resubmit_list);
}table mpls_resubmit {
    actions {
        do_mpls_resubmit;
    }
} M

PLS Processing (R
esubm

it)

63

•
The packet still goes through the rest of 
the ingress pipeline
◦

U
se the if() statem

ent around the rest of the code 
to avoid further processing

•
A

ll m
etadata com

puted at the first pass w
ill 

be lost
◦

P
ut all the fields that w

ill be needed in the second 
pass into the resubm

it field_list
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C
loning

64

•
A

 new
 copy of a packet is created

•
The original and the clone are processed independently 
•

Tw
o cloning sources

◦
O

riginal packet (before ingress)
◦

Fully processed (after egress)
•

Tw
o cloning destinations

◦
B

eginning of the ingress pipeline
◦

P
acket Q

ueuing/R
eplication E

ngine 
■

B
efore the beginning of the egress pipeline

Packet before
Ingress

Packet A
fter

Egress
Ingress P

ipeline
clone_i2i()

clone_e2i()

E
gress P

ipeline
clone_i2e()

clone_e2e()

S
ource

D
est

clone_x2y(clone_spec, field_list)



C
opyright  ©

 2016 – P
4 Language C

onsortium
 (P

4.org)

Im
plem

enting N
egative M

irroring
C

reating a m
irrored copy

Processing the m
irrored copy

65

field_list mirror_info {
    i2e_metadata.mirror_session_id;
    i2e_metadata.mirror_drop_flags;
}action do_negative_mirror(session_id) {
    modify_field(i2e_metadata.mirror_session_id, session_id);
    modify_field(i2e_metadata.mirror_drop_flags, 
                 ingress_metadata.drop_flags);
    clone_i2e(session_id, mirror_info);
}table negative_mirror {
    actions {
        do_negative_mirror;
    }
}control ingress {
    . . . 
    if (ingress_metadata.drop_flags != 0) {
        apply(negative_mirror);
    }
}

action set_mirror_nhop(nhop_idx) {
    modify_field(l3_metadata.nexthop_index, nhop_idx);
}action set_mirror_bd(bd) {
    modify_field(egress_metadata.bd, bd);
}table mirror {
    reads {
        i2e_metadata.mirror_session_id : exact;
    }
    actions {
        nop;
        set_mirror_nhop;
        set_mirror_bd;
    }
    size : MIRROR_SESSIONS_TABLE_SIZE;
}control egress {
    if (standard_metadata.instance_type == PKT_INSTANCE_TYPE_INGRESS_CLONE) {
        apply(mirror);
    else {
        . . .
    }
}
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atic A
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eneration

66
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N
etw

ork D
evice A

PI B
asics

•O
bject D

efinitions (Schem
a)

◦
R

eflects the object properties and m
ethods

•O
bject R

elationships (B
ehavior)

◦
The quality of the A

P
I is directly dependent on how

 w
ell 

the object relationships are specified

67



C
opyright  ©

 2016 – P
4 Language C

onsortium
 (P

4.org)

P4 is an Ideal B
ase for a N

etw
ork A

PIs

•C
learly defined objects

◦
Tables

◦
C

ounters
◦

M
eters

◦
R

egisters
•U

nam
biguously defined relationships

◦
C

ontrol Flow
 Functions

•Idea:
◦

E
ach of fundam

ental P
4 objects has a “natural” schem

a

68
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Tables
•

U
niform

 representation
◦

P
rim

ary key: E
ntry ID

◦
M

atch Fields 
◦

A
ction

◦
A

ction D
ata (if needed)

•O
perations

◦
E

ntry A
dd

■
(M

atch Fields, A
ction, A

ction D
ata) →

 E
ntry ID

◦
E

ntry G
et

■
(E

ntry ID
) →

 (M
atch Fields, A

ction, A
ction D

ata)
◦

E
ntry D

elete
■

(E
ntry ID

) →
 

◦
E

ntry M
odify

■
(E

ntry ID
, A

ction, A
ction D

ata) →
◦

E
ntry Lookup

■
(M

atch Fields, [A
ction, A

ction D
ata]) →

 E
ntry ID

◦
Table Traverse
■

→
 [ E

ntryID
0, E

ntryID
1, …

 E
ntryID

n ]

69

A
B

C
D

_0123

B
A

8E
_F007

M
atch Fields

action A

action Z

A
ction S

el
A

ction D
ata

E
ntryID

◦
Table D

efault_A
ction S

et
■

(A
ction, A

ction D
ata) →

◦
Table D

efault_A
ction G

et
■

→
 (A

ction, A
ction D

ata)
◦

Table D
efault A

ction C
lear

■
→

◦
Table S

ize G
et

◦
Table O

ccupancy G
et

◦
Table C

lear
◦

etc.
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m
yprog.p4

pd_m
yprog.h

70

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }

typedef struct p4_pd_myprog_a1_action_spec {
    <type> p11;
    <type> p12;
} p4_pd_myprog_a1_action_spec_t;

typedef struct p4_pd_myprog_a2_action_spec {
    <type> p21;
    <type> p22;
    <type> p23;
} p4_pd_myprog_a2_action_spec_t;

typedef struct p4_pd_myprog_a3_action_spec {
} p4_pd_myprog_a3_action_spec_t;

typedef struct p4_pd_myprog_t1_match_spec {
    <type>   meta_f1;
    <type>   meta_f2;
    <type>   meta_f2_mask;
    uint8_t  h1_valid;
} p4_pd_myprog_t1_match_spec_t;

exact:
f

ternary:f and f_m
ask

lpm
:

f and f_prefix_len
valid:

f_valid
range:

f_m
in and f_m

ax
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m
yprog.p4

pd_m
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71

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

p4_pd_status_t p4_pd_myprog_t1_entry_add_with_a1(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    p4_pd_priority_t                      priority,
    const p4_pd_myprog_t1_match_spec_t   *match_spec,
    const p4_pd_myprog_a1_action_spec_t  *action_spec,
    p4_pd_entry_handle_t                 *entry_hdl); 

p4_pd_status_t p4_pd_myprog_t1_entry_add_with_a2(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    p4_pd_priority_t                      priority,
    const p4_pd_myprog_t1_match_spec_t   *match_spec,
    const p4_pd_myprog_a2_action_spec_t  *action_spec,
    p4_pd_entry_handle_t                 *entry_hdl); 

p4_pd_status_t p4_pd_myprog_t1_entry_add_with_a3(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    p4_pd_priority_t                      priority,
    const p4_pd_myprog_t1_match_spec_t   *match_spec,
    const p4_pd_myprog_a3_action_spec_t  *action_spec,
    p4_pd_entry_handle_t                 *entry_hdl); 
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odify

m
yprog.p4

pd_m
yprog.h

72

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

p4_pd_status_t p4_pd_myprog_t1_entry_modify_with_a1(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,  
    p4_pd_entry_handle_t                  entry_hdl,
    const p4_pd_myprog_a1_action_spec_t  *action_spec);
    
p4_pd_status_t p4_pd_myprog_t1_entry_modify_with_a2(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    p4_pd_entry_handle_t                  entry_hdl,
    const p4_pd_myprog_a2_action_spec_t  *action_spec);
 p4_pd_status_t p4_pd_myprog_t1_entry_modify_with_a3(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    p4_pd_entry_handle_t                  entry_hdl,
    const p4_pd_myprog_a3_action_spec_t  *action_spec);
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m
yprog.p4

pd_m
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73

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

p4_pd_status_t p4_pd_myprog_t1_entry_delete(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,  
    p4_pd_entry_handle_t                  entry_hdl);

p4_pd_status_t p4_pd_myprog_t1_entry_lookup(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    const p4_pd_myprog_t1_match_spec_t   *match_spec,
    p4_pd_entry_handle_t                 *entry_hdl);
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et

m
yprog.p4

pd_m
yprog.h

74

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

typedef enum {
   P4_PD_MYPROG_ACTION_A1,
   P4_PD_MYPROG_ACTION_A2,
   P4_PD_MYPROG_ACTION_A3,
   …
   P4_PD_MYPROG_ACTION_COUNT;
} p4_pd_myprog_actions_t;

typedef union {
   p4_pd_myprog_a1_action_spec_t a1;
   p4_pd_myprog_a2_action_spec_t a2;
   . . .
} p4_pd_myprog_action_spec_t;

p4_pd_status_t p4_pd_myprog_t1_entry_get(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    p4_pd_entry_handle_t                  entry_hdl,
    p4_pd_myprog_t1_match_spec_t         *match_spec,
    p4_pd_myprog_actions_t               *action,
    p4_pd_myprog_action_spec_t           *action_spec_t);
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ction A
PIs

m
yprog.p4

pd_m
yprog.h

75

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

p4_pd_status_t p4_pd_myprog_t1_set_default_action_a1(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    const p4_pd_myprog_a1_action_spec_t  *action_spec); 

p4_pd_status_t p4_pd_myprog_t1_set_default_action_a2(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    const p4_pd_myprog_a2_action_spec_t  *action_spec); 

p4_pd_status_t p4_pd_myprog_t1_set_default_action_a3(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    const p4_pd_myprog_a3_action_spec_t  *action_spec);

p4_pd_status_t p4_pd_myprog_t1_clear_default_action(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle);
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m
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pd_m
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76

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

p4_pd_status_t p4_pd_myprog_t1_set_default_action_a1(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    const p4_pd_myprog_a1_action_spec_t  *action_spec); 

p4_pd_status_t p4_pd_myprog_t1_set_default_action_a2(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    const p4_pd_myprog_a2_action_spec_t  *action_spec); 

p4_pd_status_t p4_pd_myprog_t1_set_default_action_a3(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,
    const p4_pd_myprog_a3_action_spec_t  *action_spec);

p4_pd_status_t p4_pd_myprog_t1_clear_default_action(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle);
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◦
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■
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) →
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◦

C
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■
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ntry ID

) →
◦

S
et (optional)

■
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ounter Index or E
ntry ID

, V
alue) →

•C
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perations

◦
W
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et

◦
A

rray size G
et

◦
G

et A
ll

◦
C

lear A
ll
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PI
m
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78

counter c1 {
    type:  packets_and_bytes;
  direct:  t1;
};counter c2 {
    type:           bytes;
    instance_count: 1000;
}    
    

p4_pd_status_t p4_pd_myprog_c1_get(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,  
    p4_pd_entry_handle_t                  entry_hdl,
    uint64_t                             *packets,
    uint64_t                             *bytes);
 p4_pd_status_t p4_pd_myprog_c2_get(
    p4_pd_target_t                        device_target,
    p4_pd_session_t                       session_handle,  
    uint32_t                              counter_idx,
    uint64_t                             *bytes);
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M
eters

•Individual M
eter O

perations
◦

S
et

■
(M

eter Index or E
ntryID

, 
 C

om
m

itted R
ate, C

om
m

itted B
irst, P

eak R
ate, P

eak B
irst)

■
Is that the only option?

■
W

hat about different m
eter types (color-blind/color-aw

are, single rate?)
□

A
re all m

eters in the array of the sam
e type?

■
W

ho standardizes the units (bits, bytes, kbits, M
bytes, etc.)?

■
W

ho standardizes the colors?
◦

G
et

■
(M

eter Index or E
ntry ID

) →
 (S

ettings)
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R
egisters

•O
perations

◦
S

et
■
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ntry ID
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◦
G
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■
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ntry ID
) →

 value
•C

 type for the value depends on register definition
•O

ptional O
perations

◦
W

idth G
et

◦
G

et A
ll

◦
S

et A
ll

80



C
opyright  ©

 2016 – P
4 Language C

onsortium
 (P

4.org)

D
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•Pros
◦

E
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◦
S
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e type checking

•C
ons

◦
N

*3 + m
 functions per table

◦
V

ery inconvenient for C
LI im

plem
entation
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82

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

typedef enum {
    P4_PD_MYPROG_ACTION__A1,
    P4_PD_MYPROG_ACTION__A2,
    . . . 
    P4_PD_MYPROG_ACTION__MAX
} p4_pd_myprog_actionid_t;

typedef enum {
    P4_PD_MYPROG_TABLE__T1,
    . . .
    P4_PD_MYPROG_TABLE__MAX
} p4_pd_myprog_table_id_t;

typedef enum {
    P4_PD_MYPROG_FIELD__META_F1,
    P4_PD_MYPROG_FIELD__META_F2,
    P4_PD_MYPROG_FIELD__META_F2__MASK,
    P4_PD_MYPROG_FIELD__H1__VALID,
    P4_PD_MYPROG_FIELD__P11,
    P4_PD_MYPROG_FIELD__P12, 
    P4_PD_MYPROG_FIELD__P22,
    P4_PD_MYPROG_FIELD__P23,
    . . .
    P4_MD_MYPROG_FIELD__MAX
} p4_pd_myprog_field_id_t;    
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m
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83

action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

const char *p4_pi_action2str(
    p4_pi_target_t     program_indicator,
    p4_pi_action_t     action_id);

p4_pi_action_t p4_pi_str2action(
    p4_pi_target_t     program_indicator,
    const char        *action_str);

const char *p4_pi_table2str(
    p4_pi_target_t     program_indicator,
    p4_pi_table_t     table_id);

p4_pi_table_t p4_pi_str2table(
    p4_pi_target_t     program_indicator,
    const char        *table_str);

const char *p4_pi_field2str(
    p4_pi_target_t     program_indicator,
    p4_pi_field_t      field_id);

p4_pi_field_t p4_pi_str2field(
    p4_pi_target_t     program_indicator,
    const char        *field_str);
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action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

typedef struct {
 . . .
} p4_pi_entry_t;

p4_pi_status_t p4_pi_entry_init(
    p4_pi_target_t  program_indicator,
    p4_pi_table_t   table_id,
    p4_pi_entry_t  *entry);

p4_pi_status_t p4_pi_entry_action_set(
    p4_pi_entry_t    *entry,
    p4_pi_action_id_t  action_id);

p4_pi_status_t p4_pi_entry_field_set(
    p4_pi_entry_t    *entry,
    p4_pi_field_id_t  field_id,
    const void       *value);

p4_pi_status_t p4_pi_entry_add(
    p4_pi_target_t          device_target,
    p4_pi_session_handle_t  session_hdl,
    const p4_pi_entry_t    *entry,
    p4_pi_entry_id_t       *entry_id);

A
nother O

ption:
struct p4_pi_value {
    p4_pi_value_type_t type;
    union {
       uint8_t u8;
       uint16_t u16;
       uint32_t u32;
       uint64_t u64;
       . . . 
    }
}
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action a1(p11, p12) {…}
action a2(p21, p22, p23) {…}
action a3() {…}

table t1 {
    reads {
       meta.f1 : exact;
       meta.f2 : ternary;
       h1      : valid;
    }
    actions {
       a1;
       a2;
       a3;
    }
} 

p4_pi_status_t p4_pi_entry_add(
    p4_pi_target_t          device_target,
    p4_pi_session_handle_t  session_hdl,
    const p4_pi_entry_t    *entry,
    p4_pi_entry_id_t       *entry_id);

p4_pi_status_t p4_pi_entry_modify(
    p4_pi_target_t          device_target,
    p4_pi_session_handle_t  session_hdl,
    p4_pi_entry_id_t        entry_id
    const p4_pi_entry_t    *entry);

p4_pi_status_t p4_pi_entry_delete(
    p4_pi_target_t          device_target,
    p4_pi_session_handle_t  session_hdl,
    p4_pi_entry_id_t        entry_id);

p4_pi_status_t p4_pi_entry_get(
    p4_pi_target_t          device_target,
    p4_pi_session_handle_t  session_hdl,
    p4_pi_entry_id_t        entry_id
    p4_pi_entry_t          *entry);

p4_pi_status_t p4_pi_entry_lookup(
    p4_pi_target_t          device_target,
    p4_pi_session_handle_t  session_hdl,
    const p4_pi_entry_t    *entry,
    p4_pi_entry_id_t       *entry_id);
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O
ther A

PIs

•G
et a list of Tables defined for a target

•G
et a list of A

ctions for a Table
•G

et a list of applicable fields for a Table+A
ction

◦
C

learly separated in m
atch fields and action data fields

•G
et Table A

ttributes (size, etc.)
•G

et Field A
ttributes (size, type, etc.)

•. . .
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D
iscussion

•Pros
◦

E
xtrem

ely flexible and doesn’t depend on a program
◦

Im
plem

entation can be fully data driven
◦

P
4 P

rogram
 replacem

ent possible
◦

P
otentially, new

 tables/actions/fields can be added on the fly for increm
ental 

com
pilation

◦
V

ery E
asy C

LI and other tool im
plem

entation
•C

ons
◦

A
lm

ost no type checking
◦

M
ore function calls required

■
S

eparate calls to set each field
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C
onclusions

•U
niform

 structure and sm
all num

ber of P4 objects allow
 A

PIs to 
be generated autom

atically
◦

In som
e cases, not all inform

ation can be derived
■

P
4 v.1.1 typing w

ill help w
ith action_spec

◦
P

4 evolution need to include m
echanism

s to allow
 full, unam

biguous A
P

I 
generation

•M
any A

PI styles are possible
◦

A
P

I generators should be im
plem

ented as separate backends
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P4 C
om

piler O
verview
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M
odular C

om
piler O

verview

•Single Front-End (p4-hlir)
◦

Translates P
4 code into H

igh-Level Interm
ediate R

epresentation (H
LIR

)
■

S
im

ilar to A
S

T (A
bstract S

yntax Trees)
■

C
urrently represented as a hierarchy of P

ython objects
■

Frees backend developers from
 the burden of syntax analysis and target-independent 

sem
antic checks

■
H

LIR
 docum

entation is supplied w
ith the frontend code

•M
ultiple backends

◦
C

ode generators for various targets
■

S
oftw

are S
w

itch M
odel (p4c-bm

)
■

N
etw

ork Interface C
ards

■
P

acket P
rocessors / N

P
U

s
■

FP
G

A
s, G

P
U

s, A
S

IC
s

◦
V

alidators and graph generators
◦

R
un-tim

e A
P

I generators  (currently 
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P4 M
odular C

om
piler

91

  C
ontrol

  Flow
 &

  P
arse

  G
raphs

  JS
O

N
  config for
  bm

v2,
  P

D
-lib

p4c-validate 
&

 p4c-graphs

D
rivers

P
4 C

om
piler

(p4-hlir)

O
utputs

B
ackends

Frontend

p4c-bm

H
LIR

H
igh Level 

Interm
ediate

R
epresentation

p4c-hw
-target

 D
evice-

 specific
 config,
 P

D
-Lib

P
4 program

D
rivers

O
penS

ource
S

D
N

.org
A

IR
/B

IR
/...

p4c-air
&

 p4c-bir

A
IR

/B
IR

 to H
W

B
ackend C

om
piler

Firm
w

are 
for H

W
N

otes:
bm

     = behavioral m
odel (interpreter) @

 p4.org
air/bir = Interm

ediate R
epresentation   @

 O
penS

ourceS
D

N
.org
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D
ependency A

nalysis
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Types of dependencies

•D
ependencies are inferred from

 target-independent P4 program
 

analysis
•Independent tables
•M

atch D
ependency

•A
ction D

ependency
•Successor D

ependency
•R

everse R
ead D

ependency
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action ing_drop() {
    modify_field(ing_metadata.drop, 1);
}action set_egress_port(egress_port) {
    modify_field(ing_metadata.egress_spec, egress_port);
}table dmac {
    reads {
        ethernet.dstAddr : exact;
    }
    actions {
        nop;
        set_egress_port;
    }
}table smac_filter {
    reads {
        ethernet.srcAddr : exact;
    }
    actions {
        nop;
        ing_drop;
    }
}control ingress {
    apply(dmac);
    apply(smac_filter);
} Independent Tables

94

Tables are 
independent: both 

m
atching and 

action execution 
can be done in 

parallel

Parser

dmac

dmac

smac 
filter

smac 
filter
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action ing_drop() {
    modify_field(ing_metadata.drop, 1);
}action set_egress_port(egress_port) {
    modify_field(ing_metadata.egress_spec, egress_port);
}table dmac {
    reads {
        ethernet.dstAddr : exact;
    }
    actions {
        nop;
        ing_drop;
        set_egress_port;
    }
}table smac_filter {
    reads {
        ethernet.srcAddr : exact;
    }
    actions {
        nop;
        ing_drop;
    }
}control ingress {
    apply(dmac);
    apply(smac_filter);
} A

ction D
ependency

95

Tables act on the sam
e 

field and therefore m
ust be 

placed in separate stages

Parser

dmac

dmac

smac 
filter

smac 
filter
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action set_bd(bd) {
    modify_field(

ing_metadata.bd, bd);
}table port_bd {
    reads {
        ing_metadata.ingress_port : exact;
    }
    actions {
        set_bd;
    }
}   
table dmac {
    reads {
        ethernet.dstAddr : exact;
        

ing_metadata.bd  : exact;
    }
    actions {
        nop;
        set_egress_port;
    }
}table smac_filter {
    reads {
        ethernet.srcAddr : exact;
    }
    actions {
        nop;
        ing_drop;
    }
}control ingress {
    apply(port_bd);
    apply(dmac);
    apply(smac_filter);
} M

atch D
ependency

96

The second table 
m

atches on the 
field, m

odified by 
the first.

Parser

dmac

dmac

smac 
filter

smac 
filter

port bd

port bd

smac 
filter

smac 
filter
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action set_bd(bd) {
    modify_field(ing_metadata.bd, bd);
}table port_bd {
    

reads {
        ing_metadata.ingress_port : exact;
    }
    

actions {
        set_bd;
    }
}   
table dmac {
    

reads {
        ethernet.dstAddr : exact;
        ing_metadata.bd  : exact;
    }
    

actions {
        nop;
        ing_drop;
        set_egress_port;
    }
}table smac_filter {
    

reads {
        ethernet.srcAddr : exact;
    }
    

actions {
        nop;
        ing_drop;
    }
}control ingress {
    

apply(port_bd);

    
if (ing_metadata.bd != 0) {

        
apply(dmac);

    } 
else {

        
apply(smac_filter);

    }
} Successor D

ependency

97

O
nly one of the tables 

w
ill be m

atched for a 
given packet
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dmac
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smac 
filter

port bd

port bd
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action set_bd(bd) {
    modify_field(ing_metadata.bd, bd);
}table port_bd {
    reads {
        ing_metadata.ingress_port : exact;
    }
    actions {
        set_bd;
    }
}table dmac {
    reads {
        ethernet.dstAddr : exact;
        ing_metadata.bd  : exact;
    }
    actions {
        nop;
        ing_drop;
        set_egress_port;
    }
}table smac_mangle {
    reads {
        ethernet.srcAddr : exact;
    }
    actions {
        nop;
        set_bd;
    }    
}control ingress {
    apply(port_bd);
    apply(dmac);
    apply(smac_mangle);
} R

everse R
ead D

ependency
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The third table m
odifies a 

field used by the second 
table for m

atching. 
Therefore the action 

cannot take place before 
the second table m

atches.

Parser

dmac

dmac

smac 
mangle

smac 

mangle

port bd

port bd

smac 
mangle

smac 

mangle
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Thank you

99


